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Headers are security relevant!

Well, some are.



Headers.



X-Frame-Options



X-Frame-Options

header('X-Frame-Options: DENY');



X-Frame-Options

header('X-Frame-Options: DENY');

header('X-Frame-Options: SAMEORIGIN');



X-Frame-Options

header('X-Frame-Options: DENY');

header('X-Frame-Options: SAMEORIGIN');

header('X-Frame-Options: ALLOW-FROM https://friend.example.org');



X-Xss-Protection



X-Xss-Protection

header('X-Xss-Protection: 1; mode=block');



X-Content-Type-Options



X-Content-Type-Options

header('X-Content-Type-Options: nosniff');



X-Powered-By



X-Powered-By

expose_php = off



Server





NGINX

server { server_tokens off; }



Apache

ServerSignature Off

ServerTokens Prod



Secure Cookies



Secure Cookies

header('set-cookie: SID=e3dc5....9032; path=/; secure; HttpOnly; SameSite=Strict');



Cookie Pre�xes



Cookie Pre�xes

header('set-cookie: __Secure-SID=e3dc5....9032; path=/; secure; HttpOnly; SameSite=Strict');



Cookie Pre�xes

header('set-cookie: __Secure-SID=e3dc5....9032; path=/; secure; HttpOnly; SameSite=Strict');

header('set-cookie: __Host-SID=e3dc5....9032; path=/; secure; HttpOnly; SameSite=Strict');



Referrer-Policy



Referrer-Policy

header('Referrer-Policy: strict-origin-when-cross-origin');



Referrer-Policy

no-referrer (or empty string)



Referrer-Policy

no-referrer-when-downgrade



Referrer-Policy

same-origin



Referrer-Policy

origin



Referrer-Policy

strict-origin



Referrer-Policy

origin-when-cross-origin



Referrer-Policy

strict-origin-when-cross-origin



Referrer-Policy

unsafe-url



Strict-Transport-Security



Strict-Transport-Security

header('Strict-Transport-Security: max-age=63072000; includeSubDomains');



Strict-Transport-Security - Preload



Strict-Transport-Security - Preload

header('Strict-Transport-Security: max-age=63072000; includeSubDomains; preload');



Permissions-Policy



Permissions-Policy

header('Permissions-Policy: fullscreen=(self),layout-animations=(self)');



Content-Security-Policy



Content-Security-Policy

header("Content-Security-Policy: default-src 'none'; img-src 'self'; style-src 'self';");



Cross Origin Resource Sharing (CORS)



Cross Origin Resource Sharing (CORS)

Access-Control-Allow-Origin: *
Access-Control-Allow-Origin: https://example.org

https://example.org/


CORS - Pre�ight

Request

Access-Control-Request-Method: POST
Access-Control-Request-Headers: Content-Type



CORS - Pre�ight

Response

Access-Control-Allow-Origin: https://foo.example

Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Headers: Content-Type
Access-Control-Max-Age: 86400

https://foo.example/


Links.

https://tools.ietf.org/html/draft-ietf-httpbis-cookie-pre�xes-00

https://hstspreload.org/

https://securityheaders.com/

https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP

https://report-uri.com/home/analyse

https://report-uri.com/home/generate

https://www.w3.org/TR/referrer-policy/

https://www.permissionspolicy.com/

https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS

https://tools.ietf.org/html/draft-ietf-httpbis-cookie-prefixes-00
https://hstspreload.org/
https://securityheaders.com/
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://report-uri.com/home/analyse
https://report-uri.com/home/generate
https://www.w3.org/TR/referrer-policy/
https://www.permissionspolicy.com/
https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS


Thank you.

 https://thephp.cc  arne@thephp.cc  @arneblankerts
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